Abstract: Today, the development of information and communications technologies have changed the utility landscape dramatically. In particular, electricity distribution networks rely heavily on a multitude of intelligent systems and devices that communicate among each other in much more advanced ways than in the past. As the Smart Grid is becoming nowadays a critical component in the electricity delivery system, it is important to make sure the grid is equipped with adequate security mechanisms that are able to guarantee its reliable operation and real-time information exchange within the power infrastructure. Therefore, in this paper we analyze critical cybersecurity aspects associated with smart grid services, including previous cyber-attack cases on smart grids, potential vulnerabilities/threats, and advanced cybersecurity strategies for smart grids with technical and management measures. Ultimately, while the service providers should continuously enhance the traditional security measures such as authentication, access control, authorization, data encryption, public key infrastructure (PKI), firewalls, log analysis, intrusion detection systems, and network security protocols, we propose that the advanced technical measures should 1) make smart grids survivable even under cyber attacks and internal failures; 2) employ a defense-in-depth approach; 3) employ a defense-in-depth approach; and 4) provide more scalable security measures. Furthermore, we also propose that the advanced management measures should 1) establish a cybersecurity governance strategy; 2) develop a strong incident response plan; 3) cultivate a culture of security; 4) employ a public-private partnership approach; and 5) comply with widely recognized security standards.
Introduction
As our world becomes "smarter" and increasingly dependent on information and communications technologies, we more and more hear about the vital necessity of critical infrastructure protection [1] - [3] , many of which are not under direct control of national authorities. While this phenomenon enables new capabilities and improvements, the widespread interconnectivity entails additional risks to the operations of the national critical assets, which lately became enticing targets for cyber assaults. Various reports indicate that the intrusion and hacking tools have proliferated recently, being openly available and easy to use throughout the Internet [4] . Furthermore, communications speed and accessibility makes malevolent individuals more eager to exploit organizations' vulnerabilities and developed malicious attacks to compromise the critical infrastructure systems [5] . This aspect requires higher attention from the government and industry leaders, while potential devastating effects from individuals or groups with power infrastructure. Thus, all the interconnected elements within different domains of energy generation, distribution, and consumption are exchanging information through two-way communication channels. Price information, control commands, andmeter data are the essential information exchanged in the smart grid network, as shown in Fig. 2 [4] . These improvements are designed to bring a host of benefits, both to consumers and utilities, including: better situational awareness regarding the state of the grid; predicting the level electricity demand; providing a reliable power supply, with self-healing power systems and quick recovery solutions after an outage; real-time pricing and consumption management, that allow consumers to respond to price signals; load-shedding and balancing power capabilities, to flatten the peak demand; incorporating variable power sources, like photovoltaic and wind turbines; or integrating electric vehicles into the power grid [18] . Notwithstanding, by accommodating these innovative energy concepts, the upgrade of the electric power grid rise many security concerns.
Cyber Attacks on Electric Power Grids
The development of information and communications technologies have changed the utility landscape dramatically. Today's information society has introduced significant improvements in the network connectivity and diversification of energy sources. Electricity distribution networks rely heavily on a multitude of intelligent systems and devices that communicate among each other in much more advanced ways than in the past [19] , [20] .
As most power grids are highly interconnected to the Internet nowadays, attackers can easily exploit the network from outside and inside. In Germany, for instance, an European grid operator specializing in renewable energy was the victim of an intense cyber-assault in 2012 that disrupted its Internet communications for five days [21] . The Wall Street Journal, citing former national security officials, stated that the United States electrical grid have been penetrated by intruders from other countries, who attempted to inject software programs in the system, that would eventually allow remote access for cyber-spies to disrupt or manipulate the electrical systems and its controls [22] .
Stuxnet worm [23] , is considered one of the most sophisticated cyber-attack registered thus far that was able to affect the industrial control systems globally in 2010 [24] . According to Symantec Enterprise, examples of this attack have been recorded mainly in Iran, Indonesia, India, Azerbaijan, USA, and Pakistan [25] .
As a result of electrical failures in 2005 and 2007 in Brazil, the country experienced one of the worst power outage. During these blackouts over 60 million people were affected and more than half of the country was deprived of electricity [26] . Although not confirmed byBrazilian officials, different sources suggest that these major disruptions were caused as a result of cyber-attacks targeting the industrial control systems [17] .
Furthermore, researchers have demonstrated a successful worm attack on Smart Grids at the 2009 Black Hat Conference, including remote power on, power off, and usage reporting [15] . It is a clear message that energy infrastructures everywhere are highly vulnerable to cyber-attacks. Consequently, without adequate security procedures in place, these vulnerabilities can easily allow attackers to penetrate the network, gain access to control software, and exploit or potentially sabotage the grid infrastructure in an unpredictable way [16] .
Cybersecurity Threats to Smart Grids
In the past, when the electric grid was a relatively closed system, and the information flow took place only in one direction, security concerns were related mainly to protecting the physical assets against unauthorized intruders. Today, enhanced two-way capabilities of communication, and the exponential increase in the number of intelligent devices, introduce additional points of access into the power grid network system. From a security perspective, this means that each component in the network can be identified as a potential avenue of attack against the system. With this high level of interconnectivity and information exchange, once a network device have been compromised, the whole network is vulnerable to "contamination" [18] .
As the Smart Grid is becoming nowadays a critical component in the electricity delivery system, it is important to make sure the grid is equipped with adequate security mechanisms that are able to guarantee its reliable operation and real-time information exchange within the power infrastructure [20] , [27] .
Due to its critical nature, the power grid infrastructure is continuously becoming an enticing target for attackers with different capabilities and motivations, which can damage the infrastructure in many ways. Malicious intruders, market competitors, or disgruntled employees can exploit security breaches to cause information leakage, service theft, commit financial fraud, or disrupt power grid operations. Yet, more destructive threats, like massive blackouts, may come from terrorist groups or hostile governments driven by socio-political gain or cyber-warfare motives [23] .
The potential threats to the smart grid can be categorized into three different cases in general, including 1) Attempts to take down the grid (i.e., attacks against Availability); 2) Attempts to compromise the electrical service (i.e., attacks against Integrity); and 3) Attempts to compromise data disclosure (i.e., attacks against Confidentiality). Enumerating the whole range of cyber-attacks to the power grid infrastructure is beyond the scope of this research, mainly due to the large-scale of threats and vulnerabilities.
Cybersecurity for electric power industry is becoming a growing national concern, mainly due to the critical nature of this industry. Therefore, security solutions developed for smart grid networks require more comprehensive security design than for traditional IT networks. While IT networks need to be protected more at the center of the network, where critical data is located, in smart grids, data protection is an imperative at any point in the network [27] . These differences necessitate the need for a particular approach, with proven security techniques and sound policy objectives, specific for the smart grid network. In this section, in addition to the typical cybersecurity mechanisms such as strong authentication, access control, data encryption, firewalls, and intrusion detection, we propose the advanced security strategies to be considered by governments, industry and commercial actors to ensure their cybersecurity for smart grids.
Make Smart Grids Survivable
As information systems become more complex and their interdependence increases, the availability picture becomes more complicated. Although advanced technologies and system architectures improve the capability of today's systems, we cannot completely avoid threats. This becomes more serious when the systems are integrated with Commercial Off-the-Shelf (COTS) products and services, which often have both known and unknown flaws that may cause unexpected problems and that can be exploited by attackers to disrupt mission-critical services such as smart grids. Organizations, including the DOD (Department of Defense), use COTS systems and services to provide office productivity, Internet services, and database services, and they tailor these systems and services to satisfy their specific requirements. Using COTS systems and services as much as possible is a cost-effective strategy, but such systems -even when tailored to the specific needs of the implementing organization -also inherit flaws and weaknesses from the COTS products and services used.
Traditional approaches for ensuring availability do not meet the challenges of providing assured availability in crowd sourced data resources that must rely on commercial services and products in a distributed computing environment. Therefore, we need an advanced availability approach for mission-critical systems. In order to provide the availability of smart grids, we can apply our previous framework for survivability in mission critical systems [28] - [30] . We defined our definition of survivability, discussed the survivability challenges in component-sharing in a large distributed system, identified the static and dynamic survivability models, and analyzed their trade-offs. Consequently, we proposed novel approaches for component survivability. Finally, we proved the feasibility of our ideas by implementing component recovery against internal failures and malicious codes based on the dynamic model. In this way, we can make the smart grid continue its mission even with cyber-attacks or internal failures.
Provide More Scalable Security Measures
Current information systems have become more complex and better integrated with other systems. Usually, large distributed systems such as smart grids support many customers and users in various contexts. Nodes may run in heterogeneous environments under different constraints. The complexity of the security aspects in information systems is increasing, which brings a serious scalability problem to security services and management.
The complexity and large scale of control demand an efficient mechanism to deal with which user has what privileges for which contents under what conditions. A conventional identity-based approach may suffice for this purpose if the application is small and involves a limited number of users, and if privilege assignments to users are stable. However, in a large-scale system that supports many users from different organizations requiring different kinds of privileges, the identity-based approach would be severely inefficient and too complicated to manage because the direct mapping between users and privileges is to cause a massive country-wide or regional blackout. An adequate response strategy in place, and the rapidity of response, is of crucial importance in such situations [9] , [15] . The plan should identify the critical assets that require immediate attention in case of emergency, and prioritize the event response based on the nature of the attack. Ultimately, the power grid must be able to continue its operations or, at least, recover quickly after a disruption.
Cultivate a Culture of Security
The human factor represents another opportunity for vulnerability that can become an open door for cyber-attacks. A culture of cyber security among all the stakeholders of electricity power industry will ensure a sustainable electricity delivery system. The smart grid requires "smart" and trained people who can understand the system functionality and are able to adequately implement security policies and apply the existing security standards in the grid's operational settings. Educating customers is also essential to minimize possible security breaches into the system [18] . Governments can encourage a cybersecurity culture by developing ongoing collaboration and trusted relationships with industry.
Employ a Public-Private Partnership Approach
Generally, critical energy assets and infrastructures are owned and operated by private companies which are accountable to consumers for ensuring the continuity of their electrical power supply. On the other hand, the national security and defense of critical infrastructures from domestic and foreign threats is the core responsibility of the government. Nevertheless, neither the government nor the industry can guarantee the complete security of the entire electric infrastructure. The question is how governments and the industry address this serious and ongoing challenge? A Public-Private Partnership approach might be the answer. According to President Obama's policy on cybersecurity "the public and private sectors' interests are intertwined with a shared responsibility for ensuring a secure, reliable infrastructure" [35] . Sustainable collaboration and trusted relationships need to be developed between all the parties involved in the ownership, operation, and regulation of the interdependent electricity infrastructures. Technically, the private owners and operators of the energy assets are in better position to secure their infrastructure. However, the smart grid technology introduces new products and services which are usually deregulated and owned by different entities [6] . We know that energy regulation is a government function, and therefore, the regulatory body of the government is charged with setting security standards and then the private sector is held accountable to meet these specified standards [36] . Moreover, academia, vendors, service providers, manufacturers, standardization organizations, asset operators, and other stakeholders that may provide essential expertise, should work closely together to identify the cyber security vulnerabilities and to mitigate the potential risks. As such, the expertise, information, and cost sharing between the various stakeholders of the energy sector will ensure that the security issues are approached from every angle in a coordinated way and technology resources are maximized to meet the security objectives.
Nowadays traditional power systems are embracing smart grid technologies to enhance energy efficiency, improve system reliability and resilience, and introduce better quality electricity services. However, if notproperly deployed and managed, the benefits resulted from this technological breakthrough might turn into a nightmare for government and industry leaders. We have seen that the power grid in different countries could be extremely vulnerable to cyber-attacks and the effects might be severe. The negative externalities that may result from a successful cyber-attack on the power grid can be devastating and can seriously impact citizens' safety and the national economic security. Therefore, being labeled as a critical infrastructure, smart grid requires a holistic security approach to ensure maximum reliability and availability of electric energy. However, absolute security is not achievable in our real world of permanent technological innovation, and there is not a one-size-fits-all approach to address this complex issue.
Cybersecurity for electric power sector is a critical issue and one of the main challenges facing the energy industry today. To prevent potential threats targeting electrical grid infrastructure, it must be carefully approached as one of the most vital policy and technology topics on governments' agenda. National governments should increase their awareness on risk prevention and response, adopt innovative practices in policy development, and adapt their legislation to pursue those involved in cyber-crimes against their critical infrastructures. Governments should build effective partnerships with infrastructure owners and operators to define a common security vision and establish mutually agreed-upon protective and recovery measures. In addition, security must be part of the design criteria for critical infrastructure development, particularly the electrical grid, in order to prevent any disruptions or restore its functionality under the best possible conditions.
